ScABank

KHUYEN CAO

AN TOAN BAO I\/IAT THONG TIN
TRONG GIAO DICH NGAN HANG PIEN TU

Ngéan hang TMCP Pong Nam A (SeABank)

( Pé d¢am bao an toan bao mat, bao vé QUYEN va LQI ICH cua chinh minh, khi\
Quy khéach sir dung kénh Ngan hang dién tir cia SeABank dé thuc hién giao dich dién
tir, Quy khach vui long doc ki va tuan thu theo céc thong tin khuyén cao dudi day.

Ngan hang SeABank cam két va Iuon 16 hrc mang dén cho Quy khéach cac dich
vu truc tuyén tién loi va an toan nhat.
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Nguyén tic bao mat thong tin ding nhap
1. Tuyét d6i KHONG

KHONG mo tai khoan va dang ky dich vu ngan hang dién tir cho nguoi
khac str dung

KHONG cung cip hoic tiét 16 bat ky théng tin tén dang nhap, mat khau,
thiét bi nhan thong tin mA xac thuc (nhu dién thoai, Thiét bi token) cho bat
ky ai dudi bat ky hinh thic ndo (nhu chat, goi dién, ghi ra gidy, trao doi
truc tiép...)

2. Tao vabao vé mat khau

P6i mat khau ngay khi duogc SeABank tao tai khoan Ngan hang truc tuyén.
Mat khau tao phai c6 d6 dai tdi thiéu 8 ky tu, co chi, s6, phuac tap, kho
doan.

Tranh tao mat khau dudi dang tén, s6 dién thoai, ngay thang nam sinh hay
cac thong tin c& nhan khac ctia Quy khach hang.

Khéng st dung mat khiu gidng véi mat khau cua céc dich wu khac
(Facebook, Gmail, Yahoo...) hay gidng voi mot mat khau ma di nhidu
ngudi biét.

Thuong xuyén thay d6i mat khau (tbi da 06 thang/l 1an), mat khau méi
khong gidng véi mat khau cil.

Khong ghi mat khau ra gidy, trén dién thoai hoic ghi chép ra dudi bat ky
hinh thirc khac.

Trong trudng hop c6 nghi ngy trén dang nhap, mat khau ctia minh da bi 16
hozc bi nguoi khac sir dung trai phép — Quy khach phai doi mat khau ngay
lip tirc va dong thoi thdng bao ngay voi Ngan hang SeABank dé lam céc
tha tuc ngin chinkhda dé giam thiéwtranh rui ro.

Céch sir dung Ngan hang truc tuyén ciia SeABank dam bao an toan

DPé dam bao an toan trong sudt phién giao dich truc tuyén va bao mat cac thong tin
giao dich cia Quy khach. Ngan hang SeABank khuyén cdo Quy khach Iubn cha y
kiém tra cac thong tin sau:

1. Nhan dién dia chi website truy cap ding va an toan

Dich vu Ngan hang truc tuyén cua SeABank c6 DUY NHAT tai dia chi
https://www.seanet.vn hoac thong qua trang mang chinh thirc cta SeABank
tai dia chi https//www.seabank.com.vn

Ngoai ra, Quy khach khong thuc hién giao dich tai bat ky dia chi khac hay
qua bét ky trang mang khac.

Luén hru ¥ dia chi truy cap ding duoc bat dau bang httpsy/

Khi truy cap vao trang mang Ngan hang truc tuyén cua SeABank, Quy

khach hru y kiém tra biéu twong & khoa (é E) chirng nhan va xac thyc
tinh hop phap cua trang mang. Tai trang mang hop phap, khi quy khach
truy cap ding s& xuat hién dong chit SOUTHEAST ASIA COMMERCIAL


https://www.seanet.vn/
https://www.seabank.com.vn/

JOINT STOCK BANK. Khi Quy khach nhian vao dong chir ndy s& xuat
hién cira s6 xac nhan két ndi duoc md hoa va chirng nhan trang mang thuoc
quyén quan ly, so hitu cia SeABank. Vi du nhu hinh anh dudi day:
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Quy khach KHONG NEN thyc hién giao dich Ngan hang truc tuyén trén
céc thiét bi cong cong (nhw may tinh dat tai noi cong cong) hodc co nhidu
nguoi st dung ma khong phai do minh quan Iy (nhu may tinh tai cac co so
in 4n, don vi kinh doanh khéng tin tuwdng...).

Quy khach KHONG NEN st dung mang Wif/Internet cong cong dé thuc
hién giao dich trén Ngan hang truc tuyén.




V.

Quy khach KHONG NEN lyu théng tin ding nhip (tén dang nhap, mat
khau) trén trinh duyét mang.

Quy khach NEN su dung cac trinh duyét mang phién ban mai, c6 uy tin véi
cac tinh ning bao mat t6t nhu Internet Explorer, Mozilla Firefox, Chrome,
Safari.

Khi khong sir dung dich vu hoic roi khoi may, Quy khach NEN thoat khoi
phién giao dich bang cach nhin vao muc THOAT trén man hinh, dong trinh
duyét va khdéa may an toan.

Céac khuyén nghi khac
Pé dam bao an toan, trén cac thiét bi, may vi tinh Quy khach ding dé truy cap sir
dung dich vu Ngan hang truc tuyén cua SeABank can luu ¥ cac van dé sau:

Str dung hé diéu hanh phién ban mai, cd ban quyén, c6 hd tro cap nhat
phién ban va 16i bao mat thuong xuyén.

Co cai dat va sir dung cac phan mém chéng virus/md doc hai phién ban méi
cua cac hang cé uy tin nhu Kaspersky, Symantec, McAfee...

Sir dyng ung dung twong hra ca nhan (Personal Firewall) tich hop san trong
hé diéu hanh hozic cac phan mém thwong mai ¢6 uy tin.

Chi sir dung cac phan mém, ung dung hop phédp c6 ban quyén, c6 ngudn
goc rd rang. Quy khéch nén tranh sir dung cac phan mém crack, duoc tai vé
tir cac dia chi website khong an toan, khong hop phap, khéng rd nguon goc.
Khong nén mg nhitng tap tin la, nghi van, nhitng duong dan lién két dinh
kém trén thu dién tr, tin nhan, doan chat khong rd muc dich, nguén gdc.
Lubn bao vé thiét bi, may vi tinh ci nhan ctia minh, khong cho nguoi la
muon hay ding dé két ndi dén céc thiét bi ngoai vi (USB, 6 ctng...) hay
mang Internet khdng rd ngudn géc, hoic tai dia diém khong tin cay.

Lién hé
Ngan hang TMCP Pong Nam A - SeABank

Pia chi: 25 Tran Hung Dao, P.Phan Chu Trinh, Q.Hoan Kiém, Tp.Ha Noi
Hotline: 1900 555 587

bién thoai: (+84 24) 3944 8688

Fax: (+84 24) 3944 8689

Email: contact@seabank.com.vn

Website: www.seabank.com.vn
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